Administrative Office of the U.S Courts

Guidelines for Editing
Metadata

September 2018

The District of New Jersey is providing this guideline as a convenience to our
efilers, and is unable to provide help-desk support for editing metadata. Efilers
are responsible for ensuring that their documents are properly publicized by
following the manuals and guides that pertain to the software that they are using.
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Overview

What is metadata?

Metadata is data about other data, such as hidden file information. Metadata can become a problem
when it is accidently released. This document provides guidelines for reducing and removing metadata
when creating a document or prior to sharing it.

The two types of metadata this document addresses are file description metadata and revision
metadata. Both types of metadata vary among software applications. File description metadata helps
manage the file and includes document summary, headers, footers, hyperlinks, OLE object information,
and routing slip information. Revision metadata helps with document editing. The user sees this data
when reversing an edit or making other changes by using the Undo command. Revision metadata
remains available until the document is saved using the Save As, Print, or Convert (to PDF) commands.
Documents are most susceptible to inadvertent metadata exposure during the editing phase.

What are the issues associated with metadata?

Metadata can be accidently released when the proper steps are not taken. This is predominantly
associated with documents in WordPerfect or Microsoft Word that have been saved without taking any
additional precautions such as removing hidden data, or disabling Track Changes in Microsoft Word, and
Save Undo/Redo Items in WordPerfect. Most word processing software store up to the last 10 edits of a
document as long as Save is used instead of Save As.

Although most word processing and publishing software provide tools to minimize the risk of
inadvertently disclosing revision metadata, users should consider sharing documents in PDF format, as
this reduces the risk of exposure. Printing documents to PDF format removes revision metadata but it
does not remove file description metadata. PDF files retain some basic file description metadata, such
as author, file name, and date, which can be minimized if the proper conversion settings are used (see
page 31).

Court users have expressed concerns regarding authorship metadata. When authors create a document
using previous versions, created by other authors, the original author’s name stays in the metadata as
the author. This can lead readers to conclude it was written by someone else. To avoid this, users
should verify and edit the author’s name if it is incorrect, through the Properties option (usually found
under the File menu of word processing software, see File Description Metadata section on page 4).
Otherwise, users should start with a fresh document and copy and paste text from the existing
documents.

There is also concern that some CM/ECF files may contain hidden metadata. The files in CM/ECF are in
PDF format, so the risk of revision metadata being disclosed is minimal, and file description metadata
can be minimized if the proper steps are taken prior to entering files into the system.
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What metadata is associated with a file?

The type of metadata associated with a file depends on the word processing or publishing software.
Microsoft Word, WordPerfect, and Adobe Acrobat are the most commonly used software in the
Administrative Office of the U.S. Courts and federal courts.

e WordPerfect metadata: comments, hidden text, annotations, undo/redo history, document
summary data, headers, footers, hyperlinks, OLE object information, and routing slip
information.

e Microsoft Word metadata: comments, revision marks from tracked changes, document version
information, ink annotations, document properties (including information from the Summary,
Statistics, and custom tabs of the document Properties dialog box), email headers, routing slips,
send-for-review information, document server properties, document management policy
information, databinding link information for databound fields (last value will be converted to
text), user name, template name, and text that is formatted as hidden (a font effect that is
available in the font dialog box).

e PDF (Adobe Acrobat) metadata: file name, title, author name, subject, keywords, producing
application, date created, date modified, embedded content, attached files, scripts, hidden
layers, embedded search indexes, stored form data, review and comment data, hidden data
from previous document saves, obscured text with images, comments hidden from the body of
the PDF, overlapping objects, and unreferenced data, links, actions and JavaScript.
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Viewing and Editing Metadata

The steps for viewing and editing metadata depend on the word processing or publishing software and

may even vary between software versions.

File Description Metadata
Generally, file description metadata can be viewed and edited under the Properties option of most

software.

WordPerfect
Regardless of the version of WordPerfect, file description metadata can be viewed and edited on the

Summary tab of the Properties dialog box.

1.
2.
3.

4.

Viewing and editing file description metadata in WordPerfect

Click File on the main menu bar.
Select Properties. This opens the Properties dialog box.
Select the Summary tab.

a. You can update any of the information displayed, if desired. Also, if you do not
want any of the information displayed to appear, you can delete it or click the
Options button and select Delete Summary from Document. Any updates will be
saved when you click OK.

e Author and Typist fields display the name of the user (or name entered in the
software registration) by default. These values do not get stored and
transmitted when the document is shared unless they are manually entered.

Click OK.
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Figure 1: Viewing and editing file description metadata in WordPerfect X5
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Microsoft Word

In Microsoft Word, file description metadata can be viewed and edited on the Properties dialog box.

The steps to access the Properties dialog box are similar for Word 2010, 2013 and 2016. For versions

older than 2010, please refer to the Guidelines on Metadata document dated April 2013.1

=

EER RS

6. Click OK.

Click File on the main menu bar.
Select Info. General document properties are displayed on the right side of the screen.
To view additional document properties, click Properties.
Select Advanced Properties. This opens the document Properties dialog box.
Select the Summary tab.
e You can update any of the information displayed, if desired. Also, if you do not
want any of the information displayed to appear, you can delete it. Any updates
will be saved when you click OK.

Viewing and editing file description metadata in Microsoft Word 2010, 2013 and 2016
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Figure 2: Viewing and editing file description metadata in Word 2016

L http://jnet.ao.dcn/court-services/electronic-public-access/guidelines-editing-metadata
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Adobe Acrobat

Regardless of the version of Adobe Acrobat, file description metadata can be viewed and edited on the
Description tab of the Properties dialog box.

1. Click File on the main menu bar.
2. Select Properties. This opens the Documents Properties dialog box.
3. Select the Description tab (default).
a. To view additional file description metadata, click the Additional Metadata button.
This displays any additional metadata that has been embedded into your file by
Adobe’s Extensible Metadata Platform (XMP).
b. You can update any of the information displayed, if desired. Also, if you do not
want any of the information displayed to appear, you can delete it. Any updates
will be saved when you click OK.
4. Click OK on Additional Metadata dialog box, if opened.
5. Click OK on Properties dialog box.

Viewing and editing file description metadata in Adobe Acrobat
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Figure 3: Viewing and editing file description metadata in Adobe Acrobat Pro DC
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Revision Metadata
The methods of viewing revision metadata vary between word processing and publishing software, as

well as between versions.

WordPerfect
The file format of WordPerfect makes it easy to view revision metadata by using the Reveal Codes

feature, which is particularly helpful when viewing comments and hidden text.

Using Reveal Codes to view revision metadata in WordPerfect

1. Click View on the main menu bar.

2. Select Reveal Codes.
OR

1. Press Alt + F3.

notd> wantd todshare-with-otherd> users. | SRt
Comment | T avoide exposingOmetadata()iniSFl_t}
llink ed<> documents £ youd> canOremoveéHidden lﬂ

this<>is¢> hiddend> [l textd> ( Hidden | anpc> i all SRt
hyperlink s in¢ a® document.

Figure 4: WordPerfect’s Reveal Codes showing document metadata (comments and hidden text)

In WordPerfect, users can use the Document Review feature to capture and view revisions made during
the editing phase of a document. Once the document is finalized, the author should accept or reject all
changes prior to sharing. If that is not done, others will be able to see proposed revisions.

Using Document Review feature in WordPerfect X5

1. Click File on the main menu bar.
2. Select Document.
3. Select Review.... This displays the Review Document dialog box (Figure 6).
a. The Review Document dialog box will appear every time the document is opened,
until all revisions made are either accepted or rejected.
4. Select applicable role, Reviewer or Author.
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Microsoft Word
In Microsoft Word, to ensure that most revision metadata is visible it is important to have the proper

security settings. The steps for setting proper security settings are similar for Word 2010, 2013, and

2016. For versions older than 2010, please refer to the Guidelines on Metadata document dated April

2013.2

1.

@y Gn ¢S W [

Security settings for making revision metadata visible in Word 2010, 2013, and 2016

Click File on the main menu bar.

Select Options. This opens the Word Options dialog box.

Select the Trust Center option on the left pane.

Click the Trust Center Settings button. This opens the Trust Center dialog box.

Select Privacy Options on the left pane.

Check Warn before printing, saving or sending a file that contains tracked changes or
comments and Make hidden markup visible when opening or saving, if they are
unchecked.

Click OK.
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Share

Export
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Feedback

Options

g
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Figure 7: Word Options dialog box in Word 2016

2 http://jnet.ao.dcn/court-services/electronic-public-access/guidelines-editing-metadata
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Figure 8: Privacy Options for displaying revision metadata in Word 2016

In Word, users can use the Track Changes feature to capture and view proposed changes during the
editing phase of a document. Once a document is finalized, the author needs to accept or reject all the
changes prior to sharing. If that is not done, others will be able to see proposed changes.

Using Track Changes feature in Word

1. Click Review on the main menu bar.

2. From the Tracking group, click the Track Changes button.
a. If Track Changes is turned on, any changes made to the document will be tracked.
b. To turn off, click the Track Changes button again. This will stop tracking changes

made to the document. However, any markups made before Track Changes was
turned off will remain until they are either accepted or rejected.
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Figure 9: Turning on Track Changes in Word
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Adobe Acrobat

In Adobe Acrobat X and newer versions, the previously named Examine Document Tool is now called
Remove Hidden Information. This tool scans the PDF and identifies potentially hidden information:
metadata, comments, bookmarks, file attachments, and even “hidden text” (text hidden by another
object or white text on white background). For versions older than Adobe Acrobat X, please refer to the
Guidelines on Metadata document dated April 2013. 3

“..... Note: “Hidden text” is not only an issue of inadvertently releasing metadata but also of improper
w4 redaction practices.*

Viewing revision metadata in Adobe Acrobat X and Adobe Acrobat X Pro

1. Click Tools on the top-right of the screen.

2. Select Protection.

3. Select Remove Hidden Information. This displays the Remove Hidden Information pane
on the left side of the screen.

4. Click the Expand icon ( =) on the Remove Hidden Information pane to show all
information on the results list.

a. Toview metadata, click the Show preview option (Figure 10).
5. When finished, close the Remove Hidden Information pane.

Remove Hidden Information E||

= E}

Status:

Finding Hidden Information.. Done

Femaove

Results:

=% DocLpdt "|}_
E ¢ Metadata (L item) a

= @ Document (1 item)

=5 Show preview

= & Bookmarks I}
=g Show preview

Figure 10: Remove Hidden Information Pane in Acrobat X Pro

3 http://jnet.ao.dcn/court-services/electronic-public-access/guidelines-editing-metadata
4 Additional information regarding this issue as it relates to the courts can be found on the Utah District Court blog entry
“Redaction Warnings!” published online at http://utd-cmecf.blogspot.com/search?q=metadata.
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Viewing revision metadata in Adobe Acrobat Pro DC

1. Click Tools on the top-left of the screen.

2. Scroll down to Protect & Standardize section and click Redact option. This displays the
Redact toolbar.

a. If you do not see it listed, you can find it by typing Redact in the search bar.

3. Click Remove Hidden Information (Figure 12), which runs a search for hidden
information. This displays the Remove Hidden Information pane on the left side of the
screen.

4. Click the Expand icon ( =) on the Remove Hidden Information pane to display all
information on the results list.

a. To view metadata, click the Show preview option. (Figure 13).

5. When finished, close the Remove Hidden Information pane.

The link below provides additional information:
PDF Properties and Metadata®

“..... Note: For easy access, the Redact tool can be added the Tools pane that displays by default on
—— the right side of the screen when a file is opened.

=68 X
X
Home Tools o DocLpdf (-]
Q a Create PDF
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Edit PDF
[ nive )
@ 5 [ Export POF
Comment
Fill & Sign Prepare Form Certificates
Organize Pages
Open |~ Open |~ Add |~
= Enhance Scans
O Protect
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Fill & Sign
>
B Prepare Form
L} Compare Files
Protect Redact PDF Standards Optimize PDF Print Production Accessibility
N - n PDF Standards
Open  ~ Open Open |~ Add |~ Add |+ Add v
Redact
Customize
¥

Create Custom Tool Action Wizard Index JavaScript

Figure 11: Finding Redact tool in Adobe Acrobat Pro DC

5 https://helpx.adobe.com/acrobat/using/pdf-properties-metadata.html

Guidelines for Editing Metadata Page 12 of 32


https://helpx.adobe.com/acrobat/using/pdf-properties-metadata.html

™ Docl.pdf - Adobe Acrobat Pro D
File Edit View Window Help

Home Tools Docl pef x
oo
8 X Q i R MO v - { B T 99
Redact ~ [ mark for Redaction ~ 7 Apply & Properties E}Remo*.'eH\idenlnfommﬂon & sanitize Document

Figure 12: Redact toolbar in Adobe Acrobat Pro DC
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Figure 13: Remove Hidden Information Pane in Adobe Acrobat Pro DC

Adding Redact tool to Tools pane in Adobe Acrobat Pro DC

1. Click Tools on the top-left of the screen.

Click Add button.

= @

Scroll down to Protect & Standardize section and find Redact tool.

The Redact tool is now available on the Tools Pane for easy access.
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Removing Metadata

Depending on the software, there are several ways to remove metadata. In most word processing
applications, Save As creates a clean file, removing revision metadata (results may vary depending on
version). You can also use the options to print or publish to PDF. In addition, there are metadata
removal tools available in word processing and publishing software or through third parties.

WordPerfect

Steps and tools for removing metadata in WordPerfect depend on the software version. For versions
older than WordPerfect X3, please refer to the Guidelines on Metadata document dated April 2013.°

Removing metadata in WordPerfect X3 or newer

1. Click File on the main menu bar.

2. Select Save Without Metadata.

3. Check the metadata that you wish to remove.
4. Click Save.

The links below provides additional information:

Saving documents without metadata’
Saving WordPerfect Files Without Metadata

“.... Note: If you are using WordPerfect X3 or newer and do not see the Save Without Metadata
— option, you can customize your menu to add it.

B File| Edit View Insert Format Table Tools ‘Window Help

NJ}“ Cul+N  [E- @E-| DS - %k | S & -
New fr oject.. Ctrl+Shift+N sbe sby | Jgre wa - e
New XML Document.. 7 = . " " k] -
Open. col+0  HE = = = x = = =
Open PDF.
Close Save Without Metadata ol X
Save
P Save As
Save Without Metadata.. C\Userstest userDocumentsiDocument! _midwpd
Properties... % [ |keep Original Document Open
ST Select Metadata To Remave
Document [E]Comments [[] Undo/Reda History.
Document Management @) Content and Infarmation [7] Document Summary Data:
Page Setup. Information Only [ IHeaders
Print... || Hidden Text [_|Footers
Print Preview || Annotations [ | Hyperlinks
Publish to PDF (@) Accept All Changes [ | OLE Object Information
Publish To Feject All Changes (] Routing Slip
Send To Nate: Some options aftect documant formating
save | [ Cancal | | Help ]
DN

Figure 15: Saving Without Metadata option in WordPerfect X5

6 http://jnet.ao.dcn/court-services/electronic-public-access/guidelines-editing-metadata
7 http://www.corel.com/corel/pages/index.jsp?pgid=800411&item=resource&listid=1600090
8 https://support.corel.com/hc/en-us/articles/216698048-Saving-WordPerfect-Files-Without-Metadata
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7. Click OK in the Menu Editor dialog box.
Click Close in the Customize Settings dialog box.
9. Click Close in the Settings dialog box, if it is open.

Adding the Save Without Metadata option to WordPerfect X5
1. Click Tools on the main menu bar OR press ALT + F12.
a. You can also right-click on the main menu bar and select Settings. (If you do this,

Select Settings. This opens the Settings dialog box.
Click Customize. This opens the Customize Settings dialog box.

Select <WordPerfect Menu> from Available menus options and click the Edit button. This
opens the Menu Editor dialog box.
Under Features, select Save Without Metadata and drag it to File menu on the main
menu bar (Figure 17). Or click Add Menu Item, which adds the option directly to the
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Figure 16: Steps 1 - 5 of adding Save Without Metadata option in WordPerfect X5
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Figure 17: Steps 6 - 7 for adding Save Without Metadata option in WordPerfect X5
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Microsoft Word

In Word, the Document Inspector feature (Figure 19) allows you to select the metadata you want to

remove. For versions older than 2010, please refer to the Guidelines on Metadata document dated

April 2013.°

Select Info.

Click Inspect.

P9 = @ Qi oS @ [

Click Check for Issues.
Select Inspect Document. This opens the Document Inspector dialog box.
Check the content you want to inspect for.

1. Click File on the main menu bar.

The link below provides additional information:

Removing metadata in Microsoft Word 2010, 2013, and 2016

Click the Remove All button next to the content you want to remove (Figure 19).
Click Close. If you would like to reinspect the document to verify that the content was
removed, you can do so by clicking Reinspect; this will take you back to step 5.

Remove hidden data and personal information by inspecting documents Word 2010

“.... Note: You will need to save the document that you are working on before using the Inspect

-~ Document Tool.

Protect

Save as Adobe Dotiment D

POF
Print et
Share Check for
ssues -

Export

Close

Account

Feedback

Options

Protect Document

Control what types of changes peaple can make to this document.

Inspect Document

Before publishing this file, be aware th

A setting the
le s saved

‘ *- Inspect Document
"~ Check the document for hidden properties
or personal information,

% Check Accessibility

a

2 - Word

Document Inspector

To check the document for the selected content, dlick Inspect.

(Comments, Revisions, and Versions

Inspects the dacument for comments, versions, and revision marks.

Document Properties and Personal Information

inspects for hiclden metadata or persanal information saved with the document

Task Pane Add-ins

Inspects for Task Pane addk-ins saved in the document,

Embedded Documents

Inspects for embedded documents, which may include information that's not visible in the file

Macros, Forms, and ActiveX Controls

Inspects for macros, forms, and ActiveX cantrals

[ mk Annotations

Inspects the dacument for Ink Annotations,

Collapsed Headings

nspects the dacument for text that has been collapsed under a heading

V| Custom XML Data

M

“Q

Figure 18: Document Inspector dialog box in Word 2016

% http://jnet.ao.dcn/court-services/electronic-public-access/guidelines-editing-metadata
10 http://office.microsoft.com/en-us/word-help/remove-hidden-data-and-personal-information-by-inspecting-documents-

HA010354329.aspx
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Review the inspaction resufts.

Document Inspector @ i&

@ Comments, Revisions, and Versions
No items were found.

I D t Properties and Personal i Remave
The fallawing document information was found: %

* Document properties

@ Task Pane Add-ins
We did not find any Task Pane add-ins.

@ Embecided Documents
No embedded documents were found.

@ Macros, Forms, and ActiveX Controls
No macros, forms, or ActiveX controls were found

@ Collapsed Headings
No collapsed headings were found

@ Custom XML Data
No eustom XML data was found

I Note: Some changes cannat be undlone.

|

Figure 19: Removing metadata using Document Inspector in Word 2016

Stopping Office from automatically saving metadata in Word 2010, 2013 and 2016

1. Click File on the main menu bar.

2. Click Options. This opens the Word Options dialog box.

3. Select the Trust Center option on the left pane.

4. Click the Trust Center Settings button (see Figure 7). This opens the Trust Center dialog
box.

5. Select Privacy Options on the left pane.

6. Check the Remove personal information from file properties on save option, if
unchecked (Figure 20).

a. |If option appears grayed out, click the Document Inspector below, run the
Document Inspector, select Remove All for Document Properties and Personal
Information, and close (see Figure 19). This will activate the checkbox, and you
should be able to check it.

7. Click Ok.
The link below provides additional information:
How to Remove the Hidden Personal Information Microsoft Office Adds to Documents!!

u https://www.howtogeek.com/180849/how-to-remove-the-hidden-personal-information-microsoft-office-adds-to-your-
documents/
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-
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Trusted Publishers
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Trusted Docum ents
Trusted Add-in Catal
Add-ins

ActiveX Settings
Macro Settings
Protected View
IMessage Bar

File Black Settings

| Privacy Options

Privacy Options

[ send personal information to Microsoft to make improvem ents to Office.

Let Office connect to online services from Microsoft to provide functionality that's relevant to your usage and

logs preferences.

Read our privacy statem ent

Document-specific settings

Marn before printing, saving or sending a file that cantains fracked changes ar comments

tore random numbers to improve Combine accuracy

Vake hiclden markup visible when opening or saving

emave personal information from file properties on save 't

o%
T

Research & Reference @
Translation Opfions...

Research Options...

oK

Figure 20: Setting automatic removal of metadata when document is saved in Word 2016
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Adobe Acrobat

In Adobe Acrobat X and newer versions, the Examine Document Tool is now called Remove Hidden
Information. The Sanitize Document option strips the document by flattening the file; however, this also
removes links, form fields, attachments, and in some cases the ability to perform text searches, so the
Sanitize Document option is not recommended. For versions older than Adobe Acrobat X, please refer
to the Guidelines on Metadata document dated April 2013.12

Configuring Adobe Acrobat to remind you to remove metadata when saving

1. Click Edit on the main menu bar.

2. Click on Preferences.

3. Select Documents from the Categories list on the left pane.

4. Check Remove Hidden Information when closing document, if unchecked.

5. Click OK. Now, anytime you close a file you will be presented with the Remove Hidden
Information dialog box (Figure 22).

2 Docpdf - Adabe Acobar Pro DO = X
File View Window Hel
Y Create PDF
[e— [
Catmguries: Open Seiong
El paste e et S
Lommenang Restore last view setbigs when reopening documens F
= Pocmee 1210pen cross-Gocument nksin same v
Deselect Al Shift+Ctl+A R 7] llous docyments o e the mer b, Kool and wandow comols
— g
¥ Form Certificates b Documents inrecentty usedlist [0 =
ans
e
T Take 2 Snapshot ContrtEiton
Comest From FOF
ComentTo#OF .
ek Spell o Save setungs
2] utomatically save docu ent hanges to somporaryfle very: |5 minutes (1.95)
rm
7] Save As cptmizes for Fast el View
| m—— - Files
Shuft+ ClrleF v
[ Le® L 1 e o
OF < Vhews documents in POF /A mode: | Only for FLE/A documents ¥ ks
Jact PDF Standardls Optim
cul+k
Q_gﬁ - 1 HiddznIntomm anon
7] e i Tfoum aton her o ocam ey
l}!ﬂww Inform ation when sencing dosum et by cmai
Customize o
i 7] chust erame when saing appled eclacion marks
. st blanager -
- fr— e Suffc [Peated
| {
4 Choe bocalizanon o4 Searcih s Resmowe Test partcass | Enghsh US) -
Create Custom Tool ction Wizard Indlex Java
o Cancel
=
=5

Figure 21: Configuring Adobe Acrobat to remind you to remove metadata when closing document in Adobe Acrobat Pro DC

12 http://jnet.ao.dcn/court-services/electronic-public-access/guidelines-editing-metadata
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I;:\; Adobe Acrobat has detected document information in
Dac21pdf.

Remove Hidden Information - Doc21.pdf

Please select one of the following options.

@) Close this docum ent without removing the inform ation

() Remove the inform ation but do not close this document

(C)Remove the inform ation, then close this docum ent

Figure 22: Remove Hidden Information dialog box displayed when closing documents in Adobe Acrobat Pro DC

[

=

Click OK.

1. Click Tools on the top-right of the screen.

Select Protection.

3. Select Remove Hidden Information. This displays the Remove Hidden Information
pane on the left side of the screen.

4. Click the Expand icon ( «=}) on the Remove Hidden Information pane to show all
information on the results list.

5. Uncheck the content or metadata that you do not want to remove. This allows you to
sanitize the document without removing the text search capability. In order to
preserve text search capabilities, you should uncheck overlapping objects (Figure 18).

a. To view metadata, click the Show preview option (Figure 10).
6. Click Remove. This displays the Remove Hidden Information warning box.

Removing metadata in Adobe Acrobat X and Adobe Acrobat X Pro

8. When finished, close the Remove Hidden Information pane.

Guidelines for Editing Metadata

Remove Hidden Infor mation

.@_
Status:

Finding Hidden Information.. Dione

Femove

* O

Results:

= T L pelf
C Metadata (1 nem)
E Dacurment | L stem)
=5 Show preview
= Baabmiarks
Shaw preview
= M Comments and markups (33 items)
Show preview
= Hidden text (5 pagesh
Shaw preview

Links, actions and javascnipts
Owerlapping objects (70 pages)

a8

Figure 18: Remove Hidden Information Pane (Acrobat X Pro)
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Removing metadata in Adobe Acrobat Pro DC

1. Click Tools on the top-left of the screen.

2. Scroll down to Protect & Sanitize section and click Redact option. This displays the Redact
toolbar.

3. Click Remove Hidden Information (Figure 12), which runs a search for hidden
information. This displays the Remove Hidden Information pane on the left side of the
screen.

4. Click the Expand icon ( “+)) on the Remove Hidden Information pane to display all
information on the results list.

a. To view metadata, click the Show preview option.

5. Uncheck the content or metadata that you do not want to remove. This allows you to
sanitize the document without removing the text search capability. In order to preserve
text search capabilities, you should uncheck overlapping objects.

6. Click Remove. This displays Remove Hidden Information warning box.

7. Click OK.

8. When finished, close the Remove Hidden Information pane.

The link below provides additional information:
Removing sensitive content from PDFs*?

T Doclpdf - Adobe Acrobat Pra DC. =g X
File Edit View Window Help
Home Tools Docl.pdf x ﬂ
i e - | = q (o )
BEQ ® ek MO@ s - 7 @ T © 2
Redact ~ [,-} Mark for Redaction + @ Apply &, Properties é, Sanitize Document b4
[@  Remove Hidden Informati X N
éﬁ Status:
@ Finding Hidden Inform ation. Done Ll e pxe
B == When you remove any of these items, you also rem ove digital signatures, Adobe
emave I& AcrobatReader extensions, review and forms workflows, and document
s G inform ation added by thircparty applications
Results: @ @ | Do not show this message again
— K Cancel
~ = Doclpdf a 5 L ===

selected items,

Figure 23: Removing metadata in Adobe Acrobat Pro DC

13 https://helpx.adobe.com/acrobat/using/removing-sensitive-content-pdfs.html
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Note: Adobe Acrobat Pro provides a feature (Action Wizard) that can be used to automate tasks,
~— including the removal of metadata (Remove Hidden Information). **

Creating Action to Automate Removal of Metadata - Adobe Acrobat Pro DC (Action Wizard)

1. Click Tools on the top-left of the screen.

2. Scroll down to Customize section and click Action Wizard option. This displays the Action
Wizard toolbar.

3. Click New Action option. This opens the Create New Action dialog box.

4. Under Choose tools to add, click Protection, select Remove Hidden Information, and click
add icon (Figure 26). This will list Remove Hidden Information under Action steps to show.

5. Under Remove Hidden Information, uncheck Prompt User, and click Specify Settings.
This displays the Remove Hidden Information dialog box (Figure 27).

a. If Prompt User is checked, users will be asked to specify which information types
to remove for each file processed. Unless your documents contain various types
of information that need to be processed differently, it is recommended that
Prompt User be uncheck.

6. By default, all information types are selected for removal. Uncheck any information type
you want to keep. It is recommended that form fields (allows users to complete forms)
and overlapping objects (enables text search capabilities) be unchecked. When finished,
click OK.

a. If documents contain links, then consider also unchecking Links, actions and
javascripts.

7. Under Choose tools to add, click Save & Export, select Save, and click add icon (Figure 28).
This will list Save under Action steps to show.

8. Under Save, click Specify Settings. This displays the Output Options dialog box (Figure
29). This allows you to indicate how files should be saved once processed. It is
recommended that you define a naming convention for processed files, such as adding
“ final” at the end of the original file name (e.g., filename_final), and saving document as
PDFs. Click OK.

9. Optional. To save processed files in a designated folder, click Save, and select Save to
Local Folder. This displays the Browse For Folder dialog box. Select desired folder and
click OK.

10. Select files to process. Default is to process currently open file. If you want to process
files from a designated folder, click the Folder icon. This displays the Browse For Folder
dialog box. Select desired folder and click OK (Figure 31).

a. |If folder was selected (previous step), then anytime this action is used, processed
files will be saved to the designated folder using the naming convention defined
in step 8

b. If no folder is selected, anytime this action is used, files processed will be saved in
the same location the original files are saved.

11. Click Save. This displays the Save Action dialog box. Enter action name and description
for action. Click Save.

12. New action (Remove Metadata) now appears on the Actions List pane on the right-side of
the screen.

14 https://helpx.adobe.com/acrobat/using/action-wizard-acrobat-pro.html.
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1B Adobe Acrobat Pro DC.

File Edit View Window Help

Home Tools
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Fill & Sign Prepare Form

open  ~ open -
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Protect Redact
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Create Custom Tool

Action Wizard

add - add -

Figure 24: Finding Action Wizard tool in Adobe Acrobat Pro DC

. Docl.pdf - Adobe Acrabat Pro DC
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Index JavaScript
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57 Edit PR

[ Export POF
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Figure 25: Creating New Action in Adobe Acrobat Pro DC
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. Doclpdf - Adobe Acrobat Pro DC

File Edit View Window Help

Home Tools

B=EQ ®

Action Wizard

a Encrypt

[ makfor Reciaction
L Apply Redactions

{8, search & Remove Text

\% Sanitize Document

» Document Processing

[ Remove Hidden Information

il

DocLpdf x
o B
2 AMO® =  EBET O 2
(53, e CoteNewacion — A A =)
Choose tools to add: Action steps to show:
» Content m Files to be Processed to
-
+ Pages % Currently open file as default ®
D
» Forms Default option: ©°
) [ Addries. -
» Recognize Text
I Untitled
- Protection  <femm—

Save

)

Figure 26: Adding Hidden Information to New Action - Adobe Acrobat Pro DC
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Rem ove Hidden Inform ation will search for and remave
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applications.
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File attachments

Bookmarks
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Hidden layers
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Links, actions and javascripts

Overlapping Objects

Help
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2 Currently open file as default

D

Default option:
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Untitled
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@ Specify Setting:
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Save

Cancel

Figure 27: Steps 5 & 6 for Creating New Action - Adobe Acrobat Pro DC
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Figure 28: Adding Save to New Action - Adobe Acrobat Pro DC
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Figure 29: Defining File Naming Convention for Processed File - New Action in Adobe Acrobat Pro DC
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Create New Action

Choose tools to add:
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Figure 30: Designating Folder for Processed Files - New Action in Adobe Acrobat Pro DC
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Figure 31: Designating Folder for Files to be Processed - New Action Adobe Acrobat Pro DC
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Figure 32: Saving New Action Created - Adobe Acrobat Pro DC
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[ Archive Documents
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Figure 33: New Action Appears on Actions List pane - Adobe Acrobat Pro DC
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Running an Action in Adobe Acrobat Pro DC (Action Wizard)

Click Tools on the top-left of the screen.

Scroll down to Customize section and click Action Wizard option. This displays the Action
Wizard toolbar and the Actions List pane on the right-side of the screen.

Click desired action (Remove Metadata) on the Actions List pane (Figure 32). This will

display the action’s process(es).
Click Start button.

a. If you did not specify a folder or have a file open, you will first need to select the

file or folder to process.

b. If you wish to add additional file(s), click Add Files button. This opens the Select
Files to Process dialog box. Select desired files and click Open.

c. If you wish to add additional folder, click to the right of the Add Files... button and
select Add Folder.... This opens the Browse For Folder dialog box. Select desired

folder and click OK.

When finished, the Start button will become inactive and Completed text will appear. If
you specified a folder to which to save processed files, then all processed files will now be
available in that folder using the naming convention defined, if any.

When finished, close the Action (Remove Metadata) pane.

1 Command f!} Manage Custom Commands

¢ Remove Metadata

Files to be processed
" Doclpdf

' Doc2Lpdf

! DocSpdf

% Add Files v
BTV
.
Untitled

E} Remove Hidden Information

> F% Save to Local Folder v

Figure 34: Running Action Created (Remove Metadata) in Adobe Acrobat Pro DC
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% Save to Local Folder @

Full Report

1

Figure 35: Completed Action in Adobe Acrobat Pro DC
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Converting to PDF

Microsoft Word

Converting documents from word processing formats (e.g., .docx and .wpd) to PDF formats scrubs

revision metadata. Prior to converting or printing to PDF, the document should be properly scrubbed

using tools provided by the authoring word processor or other tools available. In addition, you should

verify that the proper conversion/print settings are configured. Some of the inherited file description

metadata includes document author, document title, document keyword, etc.

Click Printer Properties (Word) or Properties (WordPerfect). This opens the Adobe PDF

Uncheck the Add document information checkbox (Figure 36).

2010, 2013 and 2016)

1. Click File on the main menu bar.

2. Select Print.

3. Select Adobe PDF as printer on the Print dialog box.
4

Document Properties dialog box.
5.
6. Click OK.

Setting Adobe PDF Conversion Settings (Print to PDF — WordPerfect and Microsoft Word

Save As

Save as Adobe
PDF

Print
Share
Export

Close:

Account

Feedback

Options

= Copies: | L :
Print
Printer
Adobe PDF -
B Ready
Printer Properties
Settings &
”¢ Print All Pages. .
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Pages:
E Print One Sided .
Only print on one side of the p...
— Collated
EB A

123 123 123
Portrait Orientation -

Letter
85" x 11"

Left: 1" Right: 1"

B
[
@ Normal Margins
B

1 Page Per Sheet o

Page Setup

3

0 Adobe PDF Document Properties

==

Layout | PaperQualiyy| BB Adobe PDF Setings
Adobe PDF Conversion Sefings
Use these seftings to create Adobe PDF documents suitable for reliable viewing and printing of
() husiness documents. Created PDF documents can be apened with Acrabat and Adobe Reader 6.0
and later.
Default Settings: [Standard =] Edit
Adabe POF Secuity: [None =]
Adabe PDF Output Folder [Prompt for Adobe PDF filename ~] B
Adobe PDF Page Size: Letier ~] Add
[ View Adobe PDF results
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[ Deletelag files for successiul jobs
I~ Askia replace existing PDF file
o
=
3 6

Figure 36: PDF setting when printing to PDF file in Word 2016
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Setting Adobe PDF Conversion Settings (Save as Adobe PDF — Microsoft Word 2010, 2013,
and 2016)

1.

Click File on the main menu bar.

Select Save as Adobe PDF. This will open the Save Adobe PDF File As dialog box
Click the Options button. This will open the Acrobat PDFMaker dialog box.
Uncheck the Convert document information checkbox.

Click OK.

Click Save.

Doc2 - Word
Doc2
N:
Protect Document Propert
Control what types of changes people can make to this document. Size
Protect
Document ~ Pages
Words
Total Edi
3) Inspect Document Tin
itle
Before publishing this file, be aware that it contains:
Check for A setting that al removes ies and personal when the Tags
Issues - file is saved Crmmet
Allow this information to be saved in your file
Related
a Manage Document Last Moc
Account ] There are no unsaved changes. Created
Manage
Document ~ Last Print

Feedback

Figure 37: Selecting Save as Adobe PDF option in Word 2016
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Figure 38: Setting Save as Adobe PDF conversion options in Word 2016
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